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		Parish 

	Click or tap here to enter text.
	Site / Location 

	Click or tap here to enter text.
	Risk

	Workers responsible for social media activities, and the officers in charge of the Parish, may be held responsible for failing to effectively manage their social media activities.  This may result in inappropriate posts including text, images and photos, impacting the reputation of the Parish and Diocese, and lead to legal penalties (breach of privacy, defamation, etc).



		Accepted by
	Click or tap here to enter text.
	Signed
	

	Date
	Click or tap to enter a date.





	Activity
	Hazard / Issue
	Consequence
	Controls
	Risk Level

	Using digital communications equipment
(PC, laptop, handheld device, mobile)
	Unsuitable equipment and location (consider electrical safety, seating, lighting, monitor height)
	Slips, trips, falls
Burn
Electrocution

	· Parishes advised of good ergonomic practices to adopt
· Parish test-n-tag program vouches electrical safety of devices in office and presbytery 
· Induction on using equipment and accessing social media applications
· ICT equipment replaced every 3 years; minimises likelihood of a security issue and ensures the equipment remains safe for the user
	Low

	
	Security breach
	Interruption to service (malware, virus, etc.)
Unauthorised posts

	· Social Media Policy
· Virus solutions activated on all digital devices
· Privacy settings activated on all digital devices
	Low

	
	Using inappropriate social media platforms
	Posts contain inappropriate content
Security issues
Posts/replies insecure (may be edited)
	· Social Media Policy
· Social media activities restricted to selected applications; namely Facebook, YouTube, Instagram, TikTok and the Parish web page per the Policy
	Medium

	Managing user access and application permissions
	Unauthorised access to applications
Failure to set restrictions on who can reply to posts 
Security breach
	Improper content posted including inappropriate photos 
Damaged reputation (degrading posts and replies)
Account susceptible    to scams, malware
Account unavailable, disrupted or removed
	· Social Media Policy
· Social Media account passwords changed every 90 days (Policy)
· Administrator access to social media is limited to four people in each parish
· Social Media Representatives monitor accounts for security breaches  
	Medium

	Using social media applications
	Breach of privacy
Breach of Code of Conduct
Defamation
Disclosure of personal information
Improper use of applications including tone, language and content (e.g. emojis, text abbreviations, All CAPS)
Endorsing questionable teachings
	Legal penalties
Compensation
Damaged reputation (posts, comments or ‘likes’ could be misinterpreted)
Content of discussion may be used against the Parish                 (financial gain)

	· Privacy Policy
· Social Media Policy
· Induction on how to manage social media applications and content posted therein
· Obtain consent from parishioners and children prior to posting photos
· Use licensed images only, do not use images that are subject to copyright 
· Messaging protocol stipulated in the Policy:
· Review message to ensure it will not cause offense, breach confidentiality or may be libelous/defamatory, and clarify that the response is from a Parish viewpoint
· Do not give out personal details (mobile number, address, etc.)
· Share messages publicly not to individuals
· Do not ‘tag’ minors
· Do not espouse teachings without Parish consent
· If in doubt of do not post the message
	Medium

	Replying to posts and monitoring replies on social media
	Inappropriate worker response to replies 
Failure to manage replies
	Damaged reputation
Content may be used against the Parish
	· Social Media Policy
· Reply using guidelines espoused in the Policy
· Set restrictions on who can reply (e.g. followers)
	Medium

	Managing platform content
	Out of date content
Reduced interest in the Parish and its activities

	Falling followers and subscribers
Fewer replies and ‘likes’
	· Social Media Policy
· Responsibility assigned to nominated workers to actively monitor currency of content across all platforms
· Ongoing training of workers in social media practices
· Parish prepares a posting schedule to keep content current
	Medium



RISK LEVEL: The level at which a risk lies is based on the likelihood of it occurring and the consequences should it mature.  So long as suitable controls exist and they are aptly applied with ongoing monitoring in place, a risk will generally be Low to Medium level.
	Risk Level
	Description
	Risk Level
	Description

	Extreme
	Risk not acceptable:  Immediate action required.  If the activity continues, all possible mitigation strategies be analysed to reduce exposure to the risk.  Actively monitor.  Oversight by Bishop. 
	Medium
	Potential action required: Risk may be acceptable if reduced to as low as reasonably practical through application of acceptable controls. Ongoing review and monitoring Priest-in-charge. 

	High
	Proactive management required: Risk mitigation strategies to be developed including contingency plans where relevant.  Active    review and monitoring.  Oversight by Priest-in-charge. 
	Low
	Accept & Monitor: Manage the risk by routine procedures and controls.  Periodically monitor effectiveness of controls. 
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